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Abstract
With generative AI enabling easier production of sexually abu-

sive content, deepfake sexual abuse has intensified, making anyone
with visual data be a potential victim or perpetrator. Current mod-
eration systems for non-consensual intimate imagery (NCII) are
platform-centric, reactive, and poorly aligned with the workflows
of real-time monitors and survivor supporters. To address this gap,
we held participatory design workshops with 10 activists affiliated
with victim advocacy and survivors experienced in combating deep-
fake sexual abuse in South Korea. Their insights revealed distinctive
challenges, including ambiguity in content classification, barriers
to evidence collection, and increased workloads and safety risks
during monitoring. Participants suggested features for proactive
protection, long-term case tracking, and cross-platform coordina-
tion, while emphasizing the need for conversations about data
ownership and platform accountability. Based on these findings,
we discuss design implications for system and policy that foster
multi-stakeholder collaboration to prevent harm, strengthen cross-
platform response, and reduce secondary trauma for activists.

CCS Concepts
• Human-centered computing → Empirical studies in collab-
orative and social computing.
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1 INTRODUCTION
The rise of deepfake technology has made tools for sexual abuse

fast and easily accessible. What once required technical expertise is
now accomplished in minutes using app store software, Telegram
chatbots [15, 92], or marketplaces trading explicit AI models and
generated content [31]. Generative AI technology is a prominent
tool in digital sexual violence, enabling individuals to fabricate ex-
plicit content featuring people from their personal lives. Recent
estimates indicate that 98% of deepfakes shared online are sexual in
nature, and 99% of explicit deepfakes depict or focus on female tar-
gets [31, 37], with reports showing a 300% increase in child-targeted
sexual deepfakes in 2024 compared to 2023 [58]. In Korea, the deep-
fake sexual abuse cases reported to the police in 2024 increased
by 128% (total 1,807 cases) compared to previous year (2023. total
793 cases) [40]. Communities on platforms like Reddit and Discord
accelerate this trend by sharing prompts and techniques [31, 92].
Not stopping at simple face-swapping, deepfakes are becoming
increasingly violent, degrading, and focused on dehumanizing sce-
narios [34, 44]. These forms of synthetic media are weaponized to
blackmail, coerce, or control victims [30, 44], including in cases of
sextortion and intimate partner abuse [6, 57].

This shift in scale, speed, and intent exposes the limitations
of existing technical interventions for addressing non-consensual
intimate imagery (NCII). Most platforms respond after harmful
content is already disseminated, relying on post-hoc detection using
watermarking or AI classifiers [26]. These reactive tools often fail
to prevent harm or keep pace with the case volume. Although
deepfakes are frequently used as a tool to facilitate or escalate
physical sexual abuse, they are often deprioritized relative to other
types of crimes due to limited investigative resources [61, 74].

Compounding the issue, deepfakes can be indistinguishable from
other types of digital sexual abuse. In recent years, monitoring
teams have both misclassified real victims as synthetic and at-
tempted to rescue AI-generated characters [44]. In child sexual
abuse material (CSAM) cases, attackers combine children’s faces
with adult bodies [1, 2], leading detection systems to flag the con-
tent as legal pornography and missing intervention opportunities.
These challenges signal the need for new technical intervention
frameworks prioritizing prevention, cross-platform coordination,
and survivor-centered safety over reactive moderation.

To address this gap, this paper investigates the challenges faced
by activists and support professionals working on monitoring, re-
porting, and responding to deepfake sexual abuse, some of whom
are also survivors of deepfake sexual abuse. In South Korea, government-
affiliated and civil society organizations play a central role in moni-
toring, evidence collection, and victim support, often stepping in
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where international platforms or police responses are limited [67].
As a result, some activists become direct targets of abuse, especially
when their advocacy becomes visible through news coverage or
social media. Conversely, some survivors choose to become ac-
tivists themselves, using their lived experience to support others.
Understanding this complex overlap between professional roles
and personal experience, the participants in this study were em-
bedded within Korea’s institutional framework, offering insight
into both grassroots and formal intervention practices. Through
participatory design, we co-imagine technological interventions
that center their needs and lived experiences. This study addresses
the following research questions:
RQ1 What technical and procedural challenges do activists, and

support professionals face in preventing, monitoring, and
reporting sexual deepfake crimes?

RQ2 What support needs and values should guide the design of
safeguarding technologies for addressing sexual deepfakes?

RQ3 What technical features and design strategies can improve
the effectiveness and trauma-responsiveness of interventions
for sexual deepfake detection and reporting?

We conducted participatory design workshops with 10 partici-
pants, including activists from nonprofit and government-affiliated
victim support organizations. Three participants also disclosed hav-
ing personally experienced deepfake sexual abuse. Participants
shared first-hand experiences across monitoring, legal, and psy-
chological support work. Using the Journey Mapping framework
(used for defining the user journey in HCI studies) [38] participants
leveraged a value sensitive design framework to identify problems
and envisioned future interventions for preventing and responding
to deepfake abuse [28, 75]. Through this collaborative process, we
enabled participants to help shape actionable, survivor-centered
strategies.

The contributions of this paper are threefold: First, we provide a
detailed account of the challenges and expectations activists and
support professionals face in addressing deepfake sexual abuse. Sec-
ond, we identify design implications for designing safeguards that
enable faster, cross-platform coordination and reduce secondary
trauma for activists engaged in monitoring and reporting, high-
lighting the need for cross-platform, collaborative efforts among
developers, platforms, law enforcement, and support organizations.
Finally, we contribute a participatory design approach that inte-
grates speculative design, foregrounding lived expertise and demon-
strating how affected communities can actively shape the direction
of sociotechnical interventions.

Although this study centers the South Korean context, deepfake
sexual abuse is a rapidly escalating global problem [89, 91, 95].
Our focus on Korea serves two aims: to broaden trust and safety
discourse beyondWestern-dominated perspectives, and to highlight
Korea’s uniquely developed ecosystem of activists and support
professionals, whose coordinated practices offer a valuable lens for
informing future approaches to addressing deepfake sexual abuse.

2 RELATEDWORKS
Based on the prior research and documented cases related to

deepfake sexual abuse, this section outlines how sexual deepfakes
present distinct challenges compared to earlier forms of non-consensual

intimate image (NCII) abuse, reviews current detection and safe-
guarding technologies, and explores participatory and speculative
design approaches for developing technology in sensitive contexts.

2.1 Distinctive Characteristics of Deepfake
Sexual Abuse

Generative AI has introduced new challenges to NCII by en-
abling the creation of hyper-realistic sexual deepfakes without any
original explicit content. While some synthetic imagery may be
consensual-e.g., for gender expression or artistic use-this paper
focuses on non-consensual cases. Here, harm arises from the ab-
sence of consent rather than the sexual nature of the content itself.
This distinction complicates detection and moderation, as legality
cannot be inferred from visual features alone. Unlike traditional
NCII, which relies on the unauthorized use of real intimate con-
tent, deepfake abuse fabricates explicit media without prior sexual
material. This marks a profound shift in how victimization occurs.
One of its most disturbing characteristics is that anyone can be
targeted without ever creating or sharing intimate images. Simulta-
neously, anyone with access to publicly available facial imagery can
produce such content, expanding the pool of victims and potential
perpetrators. [14, 49, 53, 57]

The underlying mechanisms driving this phenomenon involves
open-source generative AI models, many of which are fine-tuned
variants of academic research [71]. These models are available on
platforms like Github, Hugging Face, and Civitai, and supported
by user-friendly tutorials shared across sites like Reddit and Dis-
cord [31, 34]. In South Korea, Telegram emerged as a central hub
for content creation and distribution. Bots integrated into Tele-
gram chatrooms, often discovered via links shared on Twitter or
Facebook, enable users to generate deepfakes easily [11, 39]. Alarm-
ingly, such bots are sometimes connected to broader illicit online
economies, including illegal gambling, using explicit content as bait
to attract and further exploit users [11, 15, 39].

This accessibility led to a troubling demographic shift among
perpetrators. According to 2024 legal data from South Korea, 80.4%
of reported offenders in sexual deepfake cases were teenagers [11].
This surge reflects the growing normalization of synthetic sexual
violence within youth digital cultures. Young people are consuming
and creating non-consent deepfakes, targeting peers, educators,
or celebrities, without fully comprehending the ethical or legal
implications.

Under South Korea’s Act on the Prevention of Sexual Violence
and Protection of Victims,1 the creation of sexual deepfakes with
the intent to distribute constitutes a criminal offense. Moreover,
even without distribution, the mere possession or viewing of such
material is also punishable under the law. Despite the severe harms
inflicted, deepfake sexual content exists in a legal gray area. In
jurisdictions like South Korea, prosecution under current sexual
violence statutes requires demonstrable evidence that the perpetra-
tor deliberately targeted a specific individual—such as by inputting
their identity into a prompt. If the accused denies using actual

1Act on Special Cases Concerning the Punishment, etc. of Sexual Crimes, Article
14-2. Amended October 16, 2024. This law criminalizes the editing, distribution, and
possession of sexually explicit synthetic media created without consent, including
deepfake content.
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images or claims the generated result is coincidental, establishing
criminal intent becomes challenging [19, 42].

Although legal ambiguity is still debated, the psychological con-
sequences for victims are comparable to those of NCII abuse. Vic-
tims frequently report post-traumatic stress disorder (PTSD), de-
pression, anxiety, and social withdrawal [7, 32, 57, 97]. Simulated
abuse adds an additional layer of harm, as victims often strug-
gle to validate their experience as a violation, despite enduring
reputational, emotional, and psychological damage. Conversely,
psychologists alarms that for perpetrators, repeated exposure to
sexual deepfakes, particularly involving socially taboo scenarios
or casting their peers, may distort their sexual perceptions and
contribute to unrealistic sexual expectations [57].

As the production, sharing, and speed of deepfakes scales, law
enforcement agencies are facing significant barriers in responding
to monitored cases. In South Korea, the number of reported cases
increased by 80% between 2021 and 2024; however, cyber investiga-
tors are responsible for hundreds of cases, limiting timely interven-
tion [16, 69]. The encrypted messaging platforms and anonymous
sharing practices further hinder identifying perpetrators and con-
tent removal. Investigators also warn of emerging complications in
content monitoring. Resources may be misallocated to investigating
synthetic “victims,” while real victims are overlooked or misclas-
sified as AI-generated avatars—raising serious concerns about the
accuracy and ethics of current detection practices [2]

Since digital sexual abuse cases became more complex and wide-
spread, South Korea has established a multi-layered support ecosys-
tem, including: (1) a national Digital Sex Crime Monitoring and
Response Center that coordinates policy, monitoring, and investi-
gations across the country; (2) regional digital sexual crime support
centers that work in partnership with local police; and (3) special-
ized digital sexual violence counselors embedded within victim
support centers to provide tailored assistance for digital sex crime
survivors [65, 67]. These institutions help fill the gaps between law
enforcement and the Korea Communications Standards Commis-
sion, which depends on the cooperation of global platforms for
content takedown. In practice, activists and support organizations
play a central role in collecting evidence, identifying suspects by
undercover investigation, monitoring platforms, submitting take-
down requests, and supporting the mental and physical recovery
of survivors - performing essential work that lies outside formal
state capacity. Also, journalists played critical roles in exposing
networks of crime thorugh prolong monitoring of Telegram chat-
rooms [60]. To hold platforms accountable, South Korea enacted
Article 64-5 of the Act on Promotion of Information and Commu-
nications Network Utilization and Information Protection,2, which
mandates that platforms and web-hard service providers desing-
nated as NCII content distribution-prevention managers publicly
disclose their annual complicance reports. These reports must de-
tail their prevention efforts, processing outcomes for takedown
requests, and the appointment and operation of responsible human

2Service providers meeting criteria set by Presidential Decree (e.g., user count, revenue,
business type) must submit an annual transparency report to the Korea Communica-
tions Commission by January 31. The report must detail the handling of illegal content
(including deepfake sexual abuse) efforts to prevent distribution, takedown requests,
and designation of a distribution prevention officer.

resource for preventing distribution of NCII, including deepfake
sexual abuse and CSAM.

2.2 Interventions to Safeguard Against Digital
Sexual Crimes

Efforts to prevent and respond to digital sexual crimes include
deepfake sexual abuse, span AI model moderation, content detec-
tion, investigation, and enforcement [4, 26, 51, 56, 80, 98]. However,
current interventions remain insufficient. In terms of AI model
governance, platforms such as Google Colab [93] restrict using
their infrastructure for training deepfake models and actively flag
known deepfake training libraries. GitHub similarly banned host-
ing sexual deepfake repositories, and OpenAI’s video generation
model Sora explicitly bans generation of deepfake sexual content
by prohibiting creation of NCII, graphic sexual content, and the use
of a person’s likeness without consent; yet enforcement gaps per-
sist, highlighting moderation blind spots [35, 66, 72]. For the open-
source community ecosystem like Midjourney, Stable Diffusion,
Hugging Face, and Civitai similiarly prohibit nudity, pornographic,
or explicit content, recent audits show that sexually explicit deep-
fakes of celebrities remain easily discoverable through models that
do not explicitly advertise such capabilities, revealing significant
failures in model labeling and moderation. [34, 64]. For example,
on the Civitai platform, with over 34,000 unique models seeking
the generation of a ‘Celebrity’, spanning almost 15 million down-
loads [34]. Beyond model moderation, watermarking technologies
such as Deepmark trace the origins and dissemination pathways of
AI-generated content for faster takedowns [86].

Detection technologies primarily target child sexual abuse ma-
terial (CSAM), relying on perceptual hashing and classifier-based
models [43, 76, 88, 99]. Tools likeMicrosoft’s PhotoDNA andNCMEC’s
hash databases are commonly used but lack interoperability across
platforms [29, 63, 68]. Investigative systems, such as Pinterest’s
Guardian [22], apply rule-based and machine learning techniques
to detect policy violations and trigger automated enforcement ac-
tions. However, adult-targeted sexual deepfakes are typically cate-
gorized as consensual adult content, obscuring their abusive, non-
consensual nature, and highlighting a detection logic gap failing to
account for this materials synthetic, harmful character.

Content moderation and enforcement rely on systems likeMeta’s
PDQ and Hasher-Matcher-Actioner frameworks, as well as external
pipelines such as NCMEC’s CyberTipline [68]. Yet, the absence
of feedback loops between investigators and detection systems,
insufficient support for submitting contextual evidence (e.g., chat
logs), and lack of protection for moderators exposed to harmful
content limits enforcement [26, 29].

Outside of automated detection systems, victims frequently use
platform-based reporting mechanisms to request takedowns of non-
consensual content. However, these systems often place an undue
burden on the victim. Platforms may require detailed descriptions
of the content, legal accountability for false reports, and submission
of personal identification documents [8, 33]. Victims are sometimes
expected to reference specific laws to justify their takedown re-
quests, reflecting a platform-centered rather than victim-centered
approach [8, 33]. Delays in action and follow-up further compound
emotional distress, eroding trust in platform accountability.
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2.3 Participatory and Speculative Design in HCI
Recent years have seen growing recognition for deeper com-

munity and end-user participation in designing and developing
emerging technologies, particularly those with significant societal
impact. Participatory design (PD) was widely adopted in HCI to
ensure that technologies reflect their user’s lived realities, needs,
and values [78, 78, 81]. This participation often takes the form of
stakeholder consultation during key stages of the design process,
such as need-finding, scenario development, or usability testing,
where users contribute feedback based on their expertise or experi-
ence [70, 79, 84].

In cybersecurity and digital harm mitigation contexts, partici-
patory methods have gained traction as a way to uncover context-
specific vulnerabilities and co-design protective interventions [45,
46, 70, 77, 77, 84]. As Bellini et al. argue, safer and more respect-
ful research on digital safety requires that at-risk participants are
given clear information and the autonomy to decide how they en-
gage with researchers—ensuring they retain agency over their own
safety [12]. For example, Zhai et al. conducted participatory work-
shops with elderly individuals to evaluate and critique simulated
deepfake scams, helping to inform the design of fraud detection
tools tailored to their demographic needs [100]. However, exist-
ing participatory approaches often fall short in engaging directly
with populations deeply affected by harmful technologies—such as
survivors of digital sexual violence. These individuals face height-
ened emotional risk, as recounting their experiences may trigger
re-traumatization. Consequently, many design processes either ex-
clude these voices or involve them in limited, extractive ways that
fail to center their agency or emotional safety.

To navigate these challenges and ethically engage participants
with lived experience of harm, our study draws on speculative de-
sign as both a protective and provocative method. Rather than elic-
iting direct recollections of trauma or prescriptive solutions, specu-
lative design creates a fictional or future-oriented context in which
participants are invited to imagine alternative futures [21, 41]. This
allows for critical reflection on current limitations, ethical dilemmas,
and structural inequalities embedded in technology [85, 101]. Jang
et al. describe speculative design as “thinking in the future perfect
tense”—a practice of imagining what will be recognized, prompting
designers to reflect on the long-term societal implications of today’s
technological decisions [41]. In our case, speculative scenarios al-
lowed participants to discuss systemic problems and possibilities
without requiring disclosure of personal trauma, while surfacing
collective visions for safer, more equitable digital infrastructures.

By combining participatory and speculative design, we aim to
bridge the gap between experiential knowledge and technical de-
velopment, fostering inclusive design processes that center care,
agency, and imagination in the face of sensitive and emerging
harms.

3 Methodology
To explore how technical interventions can better align with

frontline workflows for preventing and responding to deepfake
sexual abuse, we conducted participatory design workshops with
10 participants. The goal of these workshops was to (1) identify
the procedural and technical challenges that activists and support

professionals face across stages of prevention, monitoring, report-
ing, and response and (2) to co-design technical interventions by
grounding design opportunities in activists and support profes-
sionals’ lived experiences and imagination. Participants included
activists and support professionals affiliated with victim support
or monitoring organizations, three of whom were also survivors
of deepfake sexual abuse, who had experience addressing deep-
fake sexual abuse as well as broader forms of digital sexual abuse.
To ensure psychological safety, two facilitators with expertise in
counseling survivors of sexual violence reviewed the workshop ma-
terials, and one of the two counselors facilitated each session. We
conducted three sessions in total, each involving 3–4 participants
and one facilitator.

The workshop (Figure 1) consisted of a brief Introduction and
ice-breaking session followed by three core activities: (1) Journey
Mapping: Identifying Challenges Across Stages of Deepfake
Sexual Abuse Response, (2) Problem Definition, and (3) Spec-
ulative Design: Envisioning Future Headlines Announcing
the End of Deepfake Sexual Abuse. The following sections out-
line our ethical considerations, participant recruitment, workshop
materials, and the procedural structure of each session.

For the workshop, we adopt the legal definition of deepfake sex-
ual crime from Article 14-2 of the Act on Special Cases Concerning
the Punishment of Sexual Crimes in South Korea, which includes
the non-consensual distribution or for-profit dissemination of syn-
thetically manipulated media—such as a person’s face, body, or
voice—depicted in a sexually explicit manner.3 To focus on the dis-
tinctive characteristics introduced by advances in generative AI,
we limited our scope to cases involving AI-generated or AI-assisted
synthetic media. Manipulations created solely using basic photo
editing tools (e.g., Photoshop) were excluded, as they do not reflect
the technical and sociocultural shifts of crime that are brought by
generative AI.

3.1 Ethical Considerations
Given the sensitive nature of the topic, particularly in relation

to participants’ psychological well-being and the protection of per-
sonal information, this study adopted multiple strategies to ensure
ethical integrity and participant safety. The study procedure was ap-
proved through our institution’s Institutional Review Board (IRB).

To prevent the risk of secondary victimization through work-
shop activities or materials, all recruitment forms, pre-survey ques-
tionnaires, and workshop materials were reviewed and revised in
consultation with facilitators who possess professional expertise in
counseling survivors of sexual violence at victim support organi-
zations in South Korea. Each workshop was conducted with this
trained facilitator present to guide discussions with sensitivity and
ensure participant anonymity and emotional safety throughout the
session.

Participants were clearly informed of their rights and the vol-
untary nature of the study. Prior to signing the consent form, par-
ticipants were informed that they were free to disclose as much
or as little personal experience as they felt comfortable with and
3Act on Special Cases Concerning the Punishment, etc. of Sexual Crimes, Article
14-2. Amended October 16, 2024. This law criminalizes the editing, distribution, and
possession of sexually explicit synthetic media created without consent, including
deepfake content.
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Figure 1: Illustration of the participatory design workshop process. Participants completed an onboarding session followed by
three activities on a Miro board. Activity 1 was conducted individually, while Activities 2 and 3 combined individual ideation
and group discussion.

could choose not to respond to any questions that felt burdensome.
They were given the option to join the workshop using a pseudo-
nym and to keep their camera turned off while attending via Zoom.
At the beginning of each session, participants were encouraged
to notify the researchers or facilitators if they experienced any
discomfort or found the content distressing. The rules for confiden-
tiality were also clarified in the beginning of the workshop, stating
that the discussion inside the workshop may not be shared outside
the group. Moreover, participants were reminded to avoid sharing
sensitive information about about victims that they supported in
their professional or activist capacity that could be used to identify
those victims. They were also assured that they could withdraw

or discontinue their participation at any time without providing a
reason.

3.2 Recruitment
The site of study for this work was South Korea. As noted above,

we focused on the Korean context in part because conversations
in trust and safety have traditionally been biased toward Western
voices and in part because of the value of understanding the unique
infrastructures that exist in South Korea to combat sexual violence
and exploitation. All of the participants and facilitators were based
in South Korea. We recruited participants who met at least one
of the following criteria: (1) survivors of deepfake sexual abuse
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over the age of 19,4 (2) individuals with experience in monitor-
ing or supporting takedown efforts for deepfake and digital sexual
abuse content (e.g., staff at national or local victim support centers,
law enforcement officers), (3) professionals who had provided psy-
chological, legal, or medical support to survivors (e.g., counselors,
legal advocates), or (4) journalists who had conducted undercover
investigations or reported on deepfake crimes through survivor
interviews and field reporting.

The recruitment survey allowed applicants to select their status
from three categories: (1) survivor over age 19, (2) survivor and
activist, or (3) activist. For categories (2) and (3), “activist” was
defined as individuals with at least one year of experience in moni-
toring, supporting, or reporting deepfake or broader digital sexual
abuse. The eligibility criteria and affiliation categories were adapted
from the Seoul Digital Sex Crime Victim Support Center’s guide-
lines and reflect the operational structure of South Korea’s activist
networks [67].

Recruitment materials were distributed via (1) an online bulletin
board hosted by a university’s Center for Human Rights and Gender
Equality, (2) social media platforms (e.g., Instagram, university
online communities), and (3) email outreach to activist and survivor
support organizations. Snowball sampling was also encouraged via
participant referrals.

The recruitment survey (See Appendix A) collected different
information depending on category. For survivors and activist-
survivors, the form asked about willingness to share experiences,
type of deepfake sexual crime experienced, their current response
to the incident, challenges in recognizing and managing the crime.
For activists and activist-survivors, the survey asked for affiliation,
duration of service, number of survivors they’ve supported, specific
tasks (e.g., monitoring, legal aid), and familiarity with technical
interventions. For activist-survivor participants—those who both
experienced abuse and support other survivors—we asked them to
respond to questions for both survivors and activists to capture the
dual nature of their experiences. A follow-up pre-survey (See Ap-
pendix B ) for selected participants assessed expertise across inter-
vention stages, specific pain points, and preferences for anonymity.
Participants received 60,000 KRW (approx. 43 USD) in compensa-
tion for participation.

3.2.1 Facilitators. Facilitators were selected based on one of two
criteria: (1) holding a master’s degree or higher in psychology or
women’s and gender studies, or a related field with experience in
victim-centered counseling or research; or (2) having at least one
year of counseling experience with survivors of sexual violence at
a human rights or victim support institution. Applicants completed
a pre-survey detailing their current affiliation, counseling focus,
and work with sexual crime survivors. A curriculum vitae was also
required for qualification verification.

Selected facilitators were compensated 250,000 KRW (approx.
180 USD) for facilitating two workshops and reviewing the safety
of workshop materials and analytical results. During sessions, facil-
itators ensured trauma-informed engagement and emotional safety,
while the research team guided the discussion and workshop flow
according to protocol.

4In South Korea, 19 is the age of majority.

3.3 Participants
A total of 12 participants were invited based on their direct

experience addressing deepfake sexual abuse. Individuals whose
expertise focused solely on other forms of digital sexual abuse were
not included. Out of the 12 participants, 10 accepted and partici-
pated in the workshops, along with two trained facilitators. (see
Table 1) Given the sensitivity of the topic and the potential risk of
disclosing confidential case information, some participants were
required to obtain approval from their affiliated organizations prior
to participation. These constraints posed challenges for recruitment
and limited the pool of eligible participants. Nevertheless, due to
the highly specialized nature of participants’ experiences and the
in-depth procedures of the workshop, we were able to draw mean-
ingful insights even from a smaller sample size than is often used in
other research methods. We discuss this further in the limitations
section.

Each workshop session included 3–4 participants and one facili-
tator. Three participants identified as survivors of deepfake sexual
abuse. While we initially aimed to recruit participants who were
primarily survivors, our final participants included only activist-
survivors and activists. This may reflect the sensitive nature of deep-
fake abuse, where those willing to publicly share their experiences
are already engaged in advocacy or peer support roles. During the
workshop, when activist or professional participants shared their
personal experiences, facilitators guided them to confirm whether
they were discussing their own experience as a survivor or repre-
senting other survivors that they’ve supported. Activist-survivors
typically specified, ’It’s from my previous experience that...’ to dis-
tinguishing their own experiences, feelings, responses from the
experiences they had supporting victims as an activist. Participants
had varied technological literacy regarding moderation tools for
generative AI, social media platform moderation tools, and illegal
content reporting procedures, shaped by their professional roles.
To organize each workshop session, participants were grouped
based on shared affiliations and primary areas of experience. This
grouping allowed participants to engage more openly with others
who shared similar organizational roles and responsibilities, and
reduced the risk of conflict or hesitancy that might arise in mixed-
stakeholder discussions. Workshop 1 (W1) consisted of counselors
from sexual violence centers with extensive experience support-
ing victims throughout the entire process—from initial recognition
and police reporting to takedown requests and psychological or
medical assistance. Workshop 2 (W2) included activists from spe-
cialized digital sexual crime organizations. While some NGOs and
state-operated institutions are permitted to report direct takedown
requests to platforms under Korea’s Telecommunications Business
Act, participants in W2 are not the part of these institutions and
therefore lack formal authorization. As such, platforms often re-
quire additional verification to confirm they are acting on behalf of
the victim. Instead, they play a key intermediary role by manually
monitoring and collecting evidence of distributed content, helping
survivors compile documentation necessary for filing formal police
reports. As such, their technical literacy tended to be moderate.
Workshop 3 (W3) brought together participants with experience
in investigative journalism or government-affiliated monitoring
organizations who had conducted undercover investigations on
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Figure 2: Participants’ prior experience across domains re-
lated to digital sexual abuse response, such as legal advocacy,
mental health support, and monitoring.

Figure 3: Participants’ self-assessed expertise (rated 1 to 5)
across various stages of deepfake sexual abuse response, in-
cluding detection, reporting, and survivor care.

Telegram and participated in content removal processes. This group
demonstrated the highest technical proficiency. While this group-
ing supported in-depth sharing, we acknowledge that it limited
opportunities for direct cross-stakeholder interaction.

Prior experience was most concentrated in (1) psychological and
emotional victim support, followed by (2) content monitoring on
private platforms (e.g., Telegram), and (3) investigation and legal
support (see Figure 2). As illustrated in Figure 3, participants rated
themselves most knowledgeable in monitoring the distribution of
deepfake content, and least confident in legal support processes.
Notable variation in self-assessed expertise for investigation and
takedown indicated differing professional backgrounds and access
to institutional resources.

3.4 Workshop Protocol
Three participatory design workshops were conducted remotely

via Zoom5 using Miro Board.6 Prior to the sessions, facilitators
attended a pre-training session to review the protocol, discuss safety
considerations, and iterate on workshop materials. Given the open-
ended nature of the output, we aligned expectations around the
scope and goals of the sessions. The full structure of the workshop is
illustrated in Figure 1. Prior to the workshop, participants received
instructions on how to use the Miro board, a definition of deepfake
sexual abuse to help bound the discussion, and an overview of the
workshop structure.

5https://zoom.com/
6https://miro.com/

3.4.1 Onboarding and Icebreaking. The workshop began with an
introduction to the research objectives, workshop goals, and the
overall process. To establish rapport and ensure emotional readiness,
participants shared their current emotional state, motivations and
expectations for participation, and areas of interest from the pre-
survey regarding deepfake sexual abuse response. For participants
unfamiliar with Miro, we included a brief orientation session to
practice key features used during the workshop - such as adding
memos and placing stickers.

3.4.2 Journey Mapping: Identifying Challenges Across Stages of
Deepfake Sexual Abuse Response. Participants reflected on personal
experiences across seven response stages as defined by the Seoul
Digital Sex Crime Victim Support Center [67]. To support reflec-
tion, we used a virtual user journey map template [38], a common
HCI tool for visualizing how goals, needs, actions, and emotional
burdens evolve over time. This enabled participants to identify
procedural obstacles and emotional shifts across response stages.
Using this framework, participants documented each stage’s goals,
actions, needs, pain points, questions, emotions, and opportunities,
guided by short prompts (e.g., “What barriers did you face?”). Below
is an example from W3 P7 on monitoring of content distribution:

• Goal: “Track all abusive content.”
• Actions: “Capture screenshots and URLs.”
• Needs: “Technology to identify whether content is a deep-
fake.”

• Pain Points: “Must blend into misogynistic chat groups to
maintain access.”

• Questions: “If perpetrators claim the image only ‘resembles’
the victim, is it still actionable?”

• Emotions: “Secondary trauma.”
• Opportunities: “Deepfake communities overlap with illegal
gambling sites—joint interventions are needed.”

Participants then responded to each other’s memos with vir-
tual stickers indicating “I agree” or “I have a question on this.”
Facilitators summarized high-engagement memos to lead group
discussions on shared challenges, their root causes, and emotional
impacts.

3.4.3 Problem Definition: Connecting Insights. Participants collab-
oratively defined three core problems drawn from the Journey
Mapping activity.We provided a structured problem-definition tem-
plate: As a [role], I aim to do [goal], but [challenge], because [reason].
An example from W1’s monitoring stage:

• As a monitoring activist, I aim to prevent re-circulation of
deepfake content, but global sites often ignore our requests
because many do not process takedown reports for illegal
material.

To support collaborative discussion, we introduced the Value
Sensitive Design (VSD) framework [28, 75]. VSD integrates ethical,
social, and technical values into design and helps identify value
tensions within sociotechnical systems. Thirteen VSD values were
provided as conceptual prompts for grouping challenges (see Ap-
pendix C). Facilitators encouraged participants to select and justify
relevant value tags, creating a shared vocabulary for articulating
problem statements. We note that VSD served as a conceptual aid
rather than a full VSD implementation.
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Session ID Affiliation Sector Deepfake
Abuse Supports

Digital Sexual
Abuse Supports Tech

Literacy

W1 P1 Activist Sexual Violence Counseling Center 1-5 5–10 Low
P2 Activist/Survivor NGO 10–30 10–30 High
P3 Activist/Survivor Sexual Violence Counseling Center 5–10 1-5 Low

W2 P4 Activist Digital Sexual Violence Center 5–10 >30 High
P5 Activist/Survivor Independent Activist 5–10 1-5 Low
P6 Activist Digital Sexual Violence Center 1-5 10–30 Moderate

W3 P7 Government
Associate

National Center
(Monitoring, Takedown)

>30 >30 Moderate

P8 Journalist Press 1-5 1-5 Moderate
P9 Journalist Press 1-5 1-5 Moderate
P10 Activist NGO (Monitoring, Takedown,

Victim Support)
>30 >30 High

Table 1: Participants’ prior experience, affiliations, and technology literacy related to deepfake sexual abuse.“Deepfake abuse
supports” refers to the number of victims the participant has supported in cases involving AI-generated non-consensual sexual
imagery. “Digital sexual abuse supports” refers to broader NCII and CSAM cases, excluding deepfake-related supports. Each
number indicates an approximate range of victims the participant has supported.

3.4.4 Speculative Design: Envisioning Future Headlines Announcing
the End of Deepfake Sexual Abuse. To accommodate participants
with diverse technical backgrounds, we used speculative design
methods to prompt creativity. First, participants imagined a one-
line news headline announcing the end of deepfake sexual abuse,
specifying who enacted the change, how long it took, and what
outcomes were achieved. These visions served as starting points for
intervention ideation. Below is an example of a speculative news
headline intervention from W2:

• Headline: Deepfake sexual abuse victims: Strengthened safety
and reporting infrastructure to be introduced.

• Stakeholders Involved: Government, AI companies and re-
searchers, civic communities

• Timeline: 2 years
• Envisioned Outcome: Anonymous identity protection dur-
ing reporting, encryption of victims’ personal information

Next, participants developed step-by-step scenarios toward achiev-
ing their envisioned futures. We provided stakeholder and technol-
ogy cards to scaffold this process (see Appendix D). Stakeholder
cards were selected based on stakeholder groups identified in a
policy forum on deepfake sexual abuse prevention and response,
hosted by the National Assembly of South Korea [9] Stakeholder
cards included: (1) victim advocacy, (2) social media platforms, (3)
AI companies and developers, (4) open-source AI platforms, (5)
police investigators, (6) government, and (7) education. Technology
cards were developed by reviewing safeguarding technologies ref-
erenced in existing NCII and CSAM prevention efforts, as discussed
in Section 2.2. We curated 11 cards spanning three domains: (1)
AI model management, (2) platform moderation, and (3) criminal
investigation of digital sexual abuse.

Participants combined stakeholder cards and technology cards to
imagine technical interventions, policies, or systems—focusing on
survivor-centered needs. Importantly, participants were explicitly

encouraged to avoid concerns about technical feasibility and in-
stead focus on articulating interventions that reflected their needs,
lived experiences, and survivor-centered values. This approach en-
sured that proposed ideas were grounded in the realities of harm
and response, rather than constrained by existing technological
limitations. Researchers provided clarifications during ideation. Fi-
nal outputs included envisioned features for proactive protection,
coordinated reporting, policy infrastructure, and educational ap-
proaches to preventing deepfake sexual abuse. Below is an example
of a speculative intervention scenario from W2:

• AI-Based Integrated Case Management System
• Selected Stakeholders: Police investigators, Government
• Selected Technologies: Privacy-Protecting Tech for Victims,
Cross-Platform Reporting, Distributed Monitoring System

3.5 Data Analysis
Each workshop session lasted an average of 123 minutes (min =

117, max = 132), and all sessions were recorded via Zoom. Record-
ings were transcribed, and the workshop outputs captured on the
Miro board were documented using Google Docs.7

We conducted reflexive thematic analysis following Braun and
Clarke’s methodology [13], with data collection and analysis occur-
ring iteratively throughout the study. The analysis was led by the
first author, with workshop facilitators providing ongoing input
to support cultural and contextual interpretation and to refine the
codebook.

For analysis, the first author annotated transcripts and partici-
pant notes, using analytic memos to document emerging patterns.
Facilitators reviewed annotations to ensure contextual accuracy.
Based on this, the first author developed an initial codebook into
two primary categories: (1) challenges and (2) speculative design

7https://docs.google.com/document/
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ideas. For the challenges, we clustered responses based on the fol-
lowing chunks: insights into the ecosystem of deepfake sexual
abuse, participants’ goals at each response stage, barriers to achiev-
ing those goals, emotional struggles; and friction encountered when
collaborating with external stakeholders such as police or social
media platforms. For the (2) speculative design ideas, we organized
responses into following chunks: intended goal of the proposed
news headline and intervention, the key actors involved in the
imagined change, the envisioned process of the intervention, and
deeper societal implications underlying the proposed news head-
line and the intervention design. This codebook was refined as
a result of a review from facilitators, who suggested refinements
and modifications based on their contextual understanding of the
workshops. (see Appendix D).

We then analyzed the thematic linkages between challenge cat-
egories and speculative ideas within each workshop, in order to
understand how participants’ problem framings shaped their en-
visioned interventions. From there, we iteratively grouped related
codes into preliminary themes, revisiting and reclassifying subsets
as needed to enhance coherence. We then refined and labeled the
final themes and subthemes.

For challenge-related themes, although the participant number
was limited (n=10), we observed signs of conceptual saturation—key
themes emerged consistently across sessions, with limited intro-
duction of new concepts over time, suggesting sufficient depth for
qualitative insight.

Importantly, for the speculative deign themes, we did not exclude
ideas that fell outside the technical interventions—such as sugges-
tions related to comprehensive sexuality education—recognizing
their relevance in a survivor-centered response framework. All
participants quotes presented in this paper were translated into
English with careful attention to preserving their original nuance
and meaning.

4 Findings: Challenges and Design Suggestions
We present findings from the workshops through three high-

level themes (Figure 4): (1) The complexity of combating deepfake
sexual abuse; (2) The need for proactive platform engagement; and
(3) Supporting activists against secondary trauma. Within each
theme, participants identified systemic challenges, unprotected val-
ues, and proposed survivor-centered interventions grounded in
their lived experience and advocacy work. From these discussions,
we derived five concrete design suggestions. Building on these
insights, we conclude this section with a multi-stakeholder partici-
patory design scenario that maps these suggestions onto real-world
response workflows.

4.1 Complexity in combating deepfake sexual
abuse

Participants emphasized that deepfake sexual abuse is not an
entirely new form of sexual crime, but rather a more sophisticated
and accelerated iteration of pre-existing offenses. Prior to the wide-
spread use of generative AI, they encountered sexually manipulated
synthetic images created using ID photos or publicly shared images
from victims’ social media profiles. With the advancement of AI,

several participants (P1, P3, P4, P6) initially hoped the new tech-
nologies would be leveraged to support prevention, monitoring, and
takedown of abusive content. Instead, they expressed frustration
that the technology has primarily been used to scale up the harm.
The fact that cutting-edge generative AI is now at the core of these
abuses has left activists feeling overwhelmed and dis-empowered.
As P1 described:

While supporting a survivor of deepfake sexual abuse,
I felt a unique sense of helplessness that was different
from previous digital sexual crimes. There’s nothing the
survivor could have done to prevent it, and even after
recognizing the incident, there was little we could do in
response. Both the survivor and I felt overpowered by
the technology itself. (P1)

This section explores how deepfake sexual abuse introduces distinct
procedural and emotional challenges compared to earlier forms of
digital sexual violence.

4.1.1 Anyone Can Be a Perpetrator. Unlike traditional digi-
tal sexual crimes, such as hidden camera recordings or sextortion,
deepfake sexual abuse eliminates many of the physical processes
underlying abuse. As P6 explained, “Earlier digital sexual crimes
involved many variables that could cause the crime to fail.” For ex-
ample, perpetrators had to observe victims, groom or coerce them
into sexual actions, or use substances to enable the abuse which
required time, effort, and interaction. These steps allowed more
opportunities for victims to sense danger and seek help, such as
contacting law enforcement. In contrast, deepfake sexual abuse
can occur instantly without any connection with the victim. As P2
stated, “It can happen in a single click—in just three seconds.”

The ease of execution has lowered the threshold for perpetration,
increasing the number of cases. Participants noted a rise in both
teenage victims and perpetrators in South Korea. Because genera-
tive models that allow Not Safe For Work (NSFW) outputs are often
hosted outside regulated platforms, perpetrators gather on Discord
to exchange prompt engineering tips and platform links. Also in
contrast to previous digital sexual crimes, participants noted that
the widespread availability and ease of use of deepfake tools ap-
pears to have significantly lowered the average age of perpetrators.
P5 shared a striking example where she encountered a 12-year-old
managing a Discord channel that distributed deepfake sexual abuse
content during an undercover investigation.

Deepfake crimes also lack identifiable traces of the perpetrator.
While the victim’s face is present, the perpetrator is more likely
to remain completely anonymous. P5 emphasized that when per-
petrators use public profile or SNS photos, “Anyone with internet
access could create deepfake sexual content—making it nearly impos-
sible to identify the perpetrator.” Without identifiable perpetrators,
survivors and their acquaintances often enter Telegram channels
themselves to monitor and collect evidence—an emotionally taxing
and unsafe task. This opacity undermines the potential for justice
and recovery. As P1 expressed:

Recovery depends on the perpetrator facing consequences
and fully deleting the content. But deepfake abuse seeps
into daily life differently from physical violence. Sur-
vivors live in constant fear of re-distribution [of the
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Figure 4: Overview of identified challenges and corresponding design suggestions from each workshop session. Each session’s
participants resulted in three to six technical intervention scenarios, to address their defined challenges and protect the values
they found most at risk.

deepfake content] and doubt whether the content will
ever truly disappear [...] That makes them lose any trust
that they can fully recover under the current system.
(P1)

Perpetrators also seem encouraged by the low risk of detection.
P7, who monitors Telegram channels in the government affiliated
monitoring organization, noted, “They confidently say things like ‘I
use a virtual phone number—they’ll never catch me.’ It’s infuriating.”

This dissociation between process and consequence of abuse
adds a new challenge that recognition of victimization is only avail-
able through third parties. Most participants (P2, P3, P4, P6, P9, P10)
shared that survivors usually become aware of the content when
a friend or acquaintance notifies them. P2 recalled her experience
of learning about her victimization through an estranged friend
who shared a link to the content and asked, “Is this really you?”
Since then, she feels panic anytime someone she hasn’t spoken to
recently reaches out. In other cases, perpetrators themselves im-
personate helpers by sending Instagram DMs pretending to inform
the victim, only to screenshot the conversation and humiliate them
in Telegram groups (P2). This process of identifying whether the
content features them can cause further trauma and confusion.

Adding to the harm, Telegram deepfake chat rooms in Korea of-
ten share victims’ personal information—such as school, workplace,

or hometown—alongside the content. Channels are frequently orga-
nized by region or institution [69]. When one person is victimized,
multiple others are often targeted in the same chat rooms, and this
characteristic add the emotional burden for survivors. As P3 said:

When survivor found out she wasn’t the only victim,
she agonized over whether to tell the other friends who
are her classmates. She feared they would go through
the same pain she did. (P3)

These findings reveal how the technical accessibility, anonymity,
and viral structure of deepfake sexual abuse deepen the psycholog-
ical and investigative burden on survivors, complicating not only
their recovery but their ability to even detect and define what has
happened to them.

4.1.2 The Possibility of Deepfake Sexual Abuse Itself Is a
Threat. Participants emphasized that deepfake sexual abuse is not
harmful solely through its occurrence but also through its persis-
tent potential. Because perpetrators manipulate publicly shared
social media images to generate abusive content, many individuals
have reacted by setting their profiles to private or removing profile
photos entirely from the social media platform. However, these
reactions do not guarantee safety. Workshop participants explained
that perpetrators use captured images from others’ social media
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or crop victims’ faces from group photos, making self-protection
nearly impossible.

This foundational characteristic renders the crime unpreventable
on the individual level. Multiple participants (P1, P2, P3, P4, P6, P8)
noted that “anyone can be a victim” and “anyone around them can
access generative AI tools with ease”, creating a climate where the
mere possibility of abuse threatens social trust and psychological
stability. In response to incidents involving deepfake generation
using school graduation photos, one elementary school in Korea
required parents to submit a consent form acknowledging legal
risks before distributing yearbooks [48].

P3, who supported a case involving high school students, de-
scribed:

A male student created deepfake pornography using
photos taken during a class trip. The victims were all
the female students in the class. It was an act that aban-
doned not only courtesy or technical responsibility but
fundamental human respect. (P3)

Participants expressed concern regarding the rise of teenage per-
petrators and victims, noting that this trend has not only increased
fear but is also being used to regulate the behavior of teenage girls.
P8 stated:

There were cases where male students secretly took pho-
tos of girls in their class and created deepfakes to share
among peers. If a girl spoke out about feminism, the
boys would tease, ‘Let’s make a deepfake of her.’ It made
girls hesitant to express their opinions, self-censoring,
‘Could I become a deepfake victim just for speaking up?’
(P8)

Participants further noted that even when warning signs appear
within school communities, the absence of explicit evidence makes
it difficult to initiate any response. P1, P2, P4, P6, and P8 collectively
highlighted how the widespread availability of generative tools has
normalized the threat, making it difficult to differentiate between
actual offenses and implied danger.

4.1.3 The Gray Area of Combating. The lack of reliable tools to
identify deepfakes complicates monitoring efforts. Participants with
monitoring experience (P2, P4, P7, P10) consistently emphasized the
urgent need for AI tools to verify whether content is deepfaked. This
stems from the high realism of generated images, which hinders
accurate judgment by human moderators. For example, P10 shared
difficulties monitoring child sexual abuse content:

When an adult’s naked body is deepfaked with a child’s
face, it’s incredibly difficult for moderators to determine
that the victim is actually a child just by looking at the
final content. (P10)

P7 also highlighted the difficulty of recognizing celebrity deepfakes:
For celebrity deepfakes, moderators must know the faces
of countless celebrities. But when a video is uploaded
without context, it’s hard to tell if it’s a celebrity deep-
fake or general adult video, so accurately identifying
and removing every deepfake is nearly impossible only
with the manual monitoring. (P7)

They further noted that the Korea Communications Standards Com-
mission (KSCS) applies different content moderation standards for

deepfake synthetic media and general explicit content. Due to this
distinction, misjudgments during the monitoring process could re-
sult in missing victims, especially for child victims, who require
urgent support.

Moreover, legal ambiguity further complicates evidence collec-
tion. Deepfake cases often fall into legal gray zones, especially when
perpetrators deny intentional targeting. P7 said “When a perpetrator
says, ‘It just looks like her. I didn’t actually used her photo for genera-
tion’, there’s no realistic way to prove otherwise. That legal ambiguity
puts us in a difficult position.” To overcome this, activists (P2, P4, P5,
P10) shared that they must capture not only the deepfake content
itself but also the broader digital traces—such as Telegram mes-
sages or Twitter comments—to establish the context of the crime
and prove malicious intent.

4.1.4 Design Suggestion 1: Prevention before Generation.
Given that most deepfake sexual abuse content is created without
the depicted person’s consent, participants emphasized the need
for interventions that prevent harm before content is generated or
shared.

To limit generation, participants suggested mandating restric-
tions on harmful prompts at the input stage of generative AI sys-
tems. For instance, platforms could block the use of specific terms
such as “deepfake” or “nude” when users attempt to register them
as chatbot descriptions (P6). Similarly, P2 and P4 proposed regulat-
ing search and naming functions so that AI models or chatrooms
promoting deepfake tools cannot be easily discovered or shared via
platform search functions. To prevent dissemination, P4 envisioned
pre-screening mechanisms that would temporarily block uploads
suspected of containing deepfake sexual content—using AI to flag
content upon upload and delay public visibility until reviewed.

However, distinguishing between non-consensual and consen-
sual synthetic sexual content remains a complex challenge. Outside
of the Korean context, Pornhub began regulating deepfakes in 2018
by requiring uploader identification andmanual review prior to pub-
lication [73]. This process allows individuals to upload consensual
deepfakes of themselves while attempting to block non-consensual
content. Yet, enforcement gaps remain—many platforms still allow
searches for “deepfake” content featuring celebrity names are still
readily possible [96]. This raises questions about the sufficiency
of current identity verification processes and the extent to which
consent is meaningfully validated.

To address this, platforms must go beyond develop mechanisms
that verify the consent of depicted individuals at upload. While
some technical infrastructures used for CSAM detection, such as
automated scanning and hashing, could be adapted to address deep-
fake sexual abuse, the nuances of adult consent demand tailored
approaches. To adapt this context, regulation must also address
the open distribution of generative models, rather than focusing
solely on content dissemination. Will et al. [34] note that platforms
like Hugging Face and Civitai, despite prohibiting non-consensual
sexual content in their Terms of Service, continue to host models
capable of generating sexualized images of identifiable individuals,
especially celebrities. Regulating model development and distribu-
tion—especially when targeting real people—may more effectively
curb the production and circulation of non-consensual deepfakes.
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As highlighted in Thorn’s “Safety by Design for Generative AI”
report [90], cross-sector collaboration among NGOs, government
agencies, and technology platforms is essential for developing ef-
fective governance approaches that address both harmful outputs
and the models that generate them. This includes building detec-
tion systems, restricting model access, and enforcing accountability
mechanisms. However, implementing such frameworks requires
careful cultural adaptation; for instance, in South Korea, even con-
sensual adult content is subject to stricter legal and platform regu-
lation than in many Western contexts, which may lead to differing
thresholds and norms for content moderation and removal.

Beyond technical controls, participants also stressed the impor-
tance of societal interventions. They called for ethical AI education
and comprehensive sex education to be integrated as long-term pre-
ventative strategies to address the conditions that enable the misuse
of generative technologies (P1, P2, P3, P4, P6, P9, P10). Specifically,
participants highlighted that educational programs must correctly
frame deepfake sexual abuse not as a generalized form of cyber-
bullying, but as a manifestation of systemic gender-based violence
rooted in the objectification of women (P10). They emphasized the
need to address how such abuse reshapes school dynamics, instills
fear among students, and contributes to a culture of surveillance
and humiliation.

However, participants also noted that awareness and understand-
ing of deepfake abuse vary widely among teachers and adminis-
trators. Thus, educational materials should be co-developed with
gender equity experts, reviewed by interdisciplinary associations,
and implemented through top-down mandates from the Ministry
of Education (P2, P7).

4.2 The Need for Proactive Platform
Engagement

Current platform responses to deepfake sexual abuse remain
largely reactive, placing the burden on victims to detect, report,
and prove harm. Participants emphasized the need for proactive
platform engagement, calling for accountability through transpar-
ent action and survivor-centered tools. This section outlines design
directions including cross-platform case tracking, systems that shift
the burden of proof away from victims, and long-term monitoring
features that update survivors on takedown progress. Participants
envisioned platforms not as passive intermediaries, but as active
agents in preventing harm and supporting recovery.

4.2.1 Cross-Platform Crime, Fragmented Report and Re-
sponse. Deepfake sexual abuse is not an isolated incident, but
rather part of a broader networked system of abuse that spans
multiple platforms. Participants emphasized that perpetrator
communities operate with structured hierarchies, where deepfake
content is exchanged as currency that can be paid toward grant-
ing access to higher-quality models or more explicit material. This
ecosystem spans multiple services: participants explained that In-
stagram and messenger apps are used to collect victims’ personal
images (P2, P3, P4, P7, P10), Discord to share prompt engineering
tips and model usage guides (P5, P8, P9), and X (formerly Twitter)
or Threads to promote deepfake tools or Telegram links (P4, P5,
P6, P10). In many cases, perpetrators use public SNS photos to so-
licit deepfake creation requests by posting messages like “Make

a deepfake of me with this photo.” Telegram then serves as the
main platform for storing and sharing the abusive content, which
is again advertised through X or Discord using deepfake samples
as promotional flyer.

Due to this complex and collaborative ecosystem, monitoring
becomes a labor-intensive task. As P4 explained, “To verify whether
the same perpetrator is involved, I have to check whether a Telegram
ID matches a similar X username, then go through that account’s
posts and comments—one by one—to track down content.” Participants
described this cross-referencing process across multiple platforms
as time-consuming and overwhelming (P4, P5, P6, P7, P10).

Despite the cross-platform nature of the abuse, the reporting and
takedown processes remain fragmented. Each platform operates its
own removal policy, provides different levels of cooperation, and re-
sponds with varying timelines and formats. Participants noted that
many platforms place the burden of proof on survivors, requiring
them to “prove” they are the person depicted in the content—often
by submitting a government-issued ID. P2 explained,

Even if a site says they will take it down, survivors face
a dilemma: they don’t trust the site administrators, but
they also want to stop the spread—so they send their ID
photo despite the risks. (P2)

4.2.2 Lack of Platform Accountability on Prevention and
Cooperation. Beyond inconsistent reporting mechanisms, partici-
pants described a broader lack of transparency and accountability
in how platforms engage with law enforcement. As P1 explained,
“Platforms claim to cooperate with law enforcement, but there’s no
way to verify what they’ve actually done or whether they took any ac-
tion on reported content.” (P1) In response to this, Korea introduced
a requirement in 2022 for platforms and web-hard service providers
designated as NCII distribution-prevention managers to publicly
disclose annual compliance reports (as described in Section 2.1).
However, participants emphasized that despite this mandate, the
reports lack clear criteria for how platforms evaluate takedown
requests, categorize violations, or justify non-action. For example,
many unresolved cases are labeled simply as “other,” without ex-
planation. Participants argued that beyond requiring disclosure,
stricter and more focused standards are needed to ensure full ac-
countability.

P4 further elaborated on the difficulties of contacting platforms
hosted outside Korea: “We send takedown requests in Chinese for
sites hosted in China, and in English for others, but outside of Korean
platforms, we rarely get a response.” Participants reported that Insta-
gram, in particular, makes delayed replies—sometimes taking one
to two months—and only responding in cases involving a child (P4).
This delay severely undermines timely interventions, especially
when platforms are hosted overseas or operate via VPN-masked
servers.

Participants expressed that such poor cooperation from plat-
forms undermines not only investigation efforts but also police
motivation (P2, P3, P4, P7, P8, P9, P10). P4 stated,

The police often tell victims from the very beginning,
‘We probably won’t be able to catch the perpetrator,’ be-
cause they know platforms won’t respond. This makes
it nearly impossible for survivors to even begin the re-
covery process. (P4)
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As a result, perpetrators grow increasingly confident that they will
not be held accountable. This resignation leads to systemic inaction,
emboldening perpetrators who believe they will not be caught (P8,
P10).

These findings point to the urgent need for cross-platform gover-
nance mechanisms that standardize reporting, remove the burden
of verification from survivors, and ensure transparent and timely
platform responses.

4.2.3 Design Suggestion 2: Creating a Case File Rather Than
Reporting an Incident. Most current reporting systems on social
media platforms treat each abusive item (photo or video) as a stan-
dalone case, requiring users to submit individual takedown requests
per content item. However, participants emphasized that what is
needed during investigations is not merely the removal of isolated
content, but documentation of the entire dissemination context. As
P7 noted, it is “the record of how the content was shared and who was
involved” that enables legal accountability. Therefore, an integrated
case management system was proposed—one that consolidates all
abuse-related activities into a unified case file rather than isolated
tickets.

This approach is particularly critical in the context of deepfake
sexual abuse, where perpetrators can deny responsibility by claim-
ing resemblance is coincidental. As P10 emphasized, “Chat logs and
sharing behavior are the only way to prove intent, so gathering that
evidence in one place is essential.” Such a system would substan-
tially reduce the burden currently placed on survivors, activists,
and legal professionals who must rely on manual or undercover
investigations to gather evidence. Perpetrators often delete chat
logs, accounts, or shared content once investigations begin, mak-
ing intent difficult to prove. Undercover monitoring—sometimes
required for months or even years [60]—demands immersion in
exploitative environments, delaying justice and exposing investiga-
tors to significant psychological harm, including vicarious trauma
and PTSD. However, implementing a centralized case file system
raises ethical and technical concerns, particularly regarding data ac-
cess and user privacy. Accessing deleted content or chat logs could
potentially lead to over-surveillance or misuse of sensitive data.
For example, if such systems are not carefully regulated, there is a
risk that governments or other actors could request personal data
under unrelated pretexts. To mitigate this, any cross-platform case
management system should be restricted to specific abuse contexts,
such as CSAM, NCII, or deepfake sexual abuse, and governed by
strict privacy safeguards and due process mechanisms.

In all workshop sessions, participants proposed a linked report-
ing infrastructure where a single submission would trigger content
checks across multiple platforms. This idea was grounded in the
reality of cross-platform abuse: perpetrators collect a victim’s photo
from Instagram, request deepfake creation via Threads or X, and
disseminate the resulting content on Telegram. P4 explained, “Just
one image can be used to generate multiple deepfakes that end up
across various platforms. Currently, we have to manually search them
one by one. If we could search by putting original image and search
result will show across all platforms, we could collect evidences much
faster.”

Participants also envisioned platform coordination in managing
derivative content. P1 and P4 noted that even when the original con-
tent is deleted, platforms vary in how they treat reposts, screenshots,
or links to the original post. An effective system would support
cross-platform detection of variations and maintain a unified take-
down process that recognizes these derivative forms (P4, P6, P7, P8,
P9, P10).

In this suggestion, existing collaborationmodels offer insight into
implementation pathways. Project Lantern [87] facilitates cross-
platform sharing of behavioral signals for child sexual exploitation,
while StopNCII.org [83] enables victims to hash intimate images for
multi-platform removal. However, both rely on perceptual hashing,
which performs poorly on altered images—e.g., cropped, filtered,
or watermarked variants. This limitation is magnified in deepfake
sexual abuse, where a single prompt can generate hundreds of vi-
sually distinct outputs that evade static hash-matching. Addressing
this requires detection systems that go beyond hashing, incorporat-
ing adaptive ML-based similarity matching and contextual meta-
data analysis to recognize semantically equivalent content despite
surface-level variation.

Also, there is remaining limitations on current collaboration
models that they depend on voluntary platform participation, lim-
iting their reach when companies do not actively engage. Policy
frameworks such as the EU Digital Services Act (DSA) offer mech-
anisms for incentivizing compliance by requiring large platforms
to assess systemic risks, mitigate illegal content, and cooperate
with trusted flaggers, with non-compliance subject to substantial
penalties [23]. Aligning case-based reporting infrastructure with
such regulatory frameworks—while ensuring metadata standardiza-
tion and third-party oversight—can foster more consistent platform
participation and accountability, without undermining user privacy.

4.2.4 Design Suggestion 3: Platform Should Prove the Non-
Existence of Deepfake Content. Participants expressed frustra-
tion with the current reporting process that places the burden of
proof on survivors, requiring them to demonstrate the existence
and harm of abusive content. Instead, they called for a shift in
responsibility: platforms should be required to proactively
demonstrate that harmful content does not exist or has been
fully removed. This must reflect survivor-centered needs, specifi-
cally, enabling transparency, trackability, and assurances of safety
within digital spaces. As P4 explained,

There are two goals in monitoring. First, to ’find all’
sites where the content is being circulated for evidence
collection; and second, ’find nothing’ to confirm that it
no longer exists anywhere, so the survivor can regain
peace of mind. (P4)

This confirmation plays a significant role in the survivor’s psy-
chological recovery. Even when technical deletion is imperfect—due
to stored copies or reuploads—participants stressed the importance
of establishing institutional trust that long-term monitoring will
continue. P6 emphasized, “Survivors need to see that even if abusive
content reappears later, there are systems in place to catch and remove
it again. That assurance is critical for recovery. (P6)”

To support this, participants proposed several features: platforms
should transparently report what actions were taken in response to
a report, including howmany items were found and removed across
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platforms (P1, P3). Survivors should also receive regular updates on
monitoring outcomes, and have the option to unsubscribe the re-
port once they feel safe (P8). These efforts should not be positioned
as optional customer service but as core responsibilities of plat-
forms committed to user safety. To strengthen feasibility and shift
power toward survivors, reporting systems should provide tools
that reduce manual tracking and increase transparency. Building
on StopNCII.org’s company-side interface, a survivor-facing dash-
board could display which platforms reviewed submitted hashes
and what actions they took. Non-responses could trigger survivor
follow-ups or be publicly flagged. Publishing platform-level re-
sponse metrics—such as review or action rates—would support
individual survivors while enabling civil society to monitor institu-
tional responsiveness and pressure underperforming companies.

4.2.5 Design Suggestion 4: International Collaborative In-
vestigation System. Given the global nature of online platforms
and the borderless spread of deepfake content, participants argued
for an international infrastructure dedicated to collaborative inves-
tigation and enforcement, scaling up earlier design suggestions into
a global level. P6 and P8 highlighted that national laws vary signifi-
cantly in how sexual abuse is defined and prosecuted, which makes
uniform responses challenging. For example, under South Korean
law, it can be difficult to criminalize deepfake sexual content if the
depicted individual cannot be clearly identified using real images.
In contrast, jurisdictions like Saskatchewan and British Columbia
in Canada criminalize such content regardless of whether the de-
picted person is identifiable [54]. Similarly, in the U.S., a Virginia
statute extends protections to individuals who merely resemble the
victim in generated content8. These legal discrepancies highlight
the complex and evolving landscape of deepfake regulation, and
underscore the difficulty of coordinating timely and effective inter-
ventions across borders. To address these challenges, participants
envisioned an AI-supported system capable of learning each coun-
try’s legal definitions and social context to flag and process content
accordingly (P8). This system could serve as an intermediary in-
frastructure to match reported content with jurisdiction-specific
standards, helping platforms, NGOs, and law enforcement agencies
determine the appropriate course of action based on legal viability.
Moreover, it could incentivize platforms to proactively comply with
local regulations, as the AI system can dynamically adapt to changes
in legal frameworks. This would reduce the burden on platforms to
manually update internal protocols or allocate additional legal and
engineering resources each time new regulatory requirements are
introduced. The technical challenges in developing such a system
are significant; modern AI models have shown significant inaccu-
racies when applied to legal contexts [17]. However, participants’
vision for a future AI-driven tool to help navigate international
legal complexities highlights the need for better supporting infras-
tructure in this regard.

Extending this concept, participants called for the establishment
of an independent international investigative body composed of
technical experts, with the authority and resources to intervene
across jurisdictions. As P2 argued, “This agency should not just
coordinate but have real investigative powers and funding, so it

8Virginia Code § 18.2-386.1, Unlawful creation of image of another; penalty.

can create a one-stop system for new forms of digital sexual vi-
olence.” An international investigative infrastructure could also
ease the burden on survivors and NGOs navigating fragmented
legal systems. Deepfake sexual abuse and broader NCII content are
frequently hosted on overseas illegal sites, making IP tracking slow
or infeasible. Even when traced, Korean police must initiate lengthy
cross-border cooperation during which perpetrators often erase dig-
ital evidence. These challenges highlight the need for a coordinated
global system capable of tracing not only individual cases but the
broader networks and profit structures behind deepfake sexual ex-
ploitation. Such governance would enable proactive investigation,
cross-jurisdictional enforcement, and long-term accountability.

4.3 Supporting activists against secondary
trauma.

4.3.1 Activists at Risk of Deepfake Threats. Participants em-
phasized that the nature of deepfake technology increasingly threat-
ens the safety of those who support survivors.While previous forms
of retaliation against activists were limited to malicious comments
or threatening messages on social media, these have now escalated
into direct attacks using deepfake content. As P5 explained, “If an
activist’s identity is exposed, perpetrators create and share deepfake
content using their image.” Similarly, P2, who had appeared publicly
in the media, shared that she received deepfake videos featuring
her face via private messages as a form of intimidation. Unlike
past threats, deepfake sexual abuse now exposes not only survivors
but also activists to direct victimization, placing them in the dual
position of supporter and potential target.

4.3.2 Monitoring Demands Long-Term Immersion in Abu-
sive Contexts. Participants (P2, P4, P7, P10) described the burden-
some and emotionally taxing nature of monitoring deepfake sexual
abuse content, which requires manually searching across multiple
platforms and prolonged exposure to harmful environments. As P6
noted, even after content is taken down, perpetrators frequently re-
upload stored files, necessitating continuous, long-term monitoring.
Due to the limited availability of public investigators to carry out
this work, survivors, activists, and their acquaintances are often
left to assume this responsibility. Some activists reported infiltrat-
ing Telegram chatrooms and building rapport with perpetrators to
gather evidence.

This process demands adaptation to abusive online cultures,
which participants described as deeply distressing. Telegram was
frequently cited for its multi-layered structure: so-called “link hubs”
share access to hidden groups, where new users must first “prove”
themselves to gain entry to roomswhere illegal content is circulated.
P7 and P10 shared that they often had to agree with perpetrators’
degrading comments toward victims to avoid raising suspicion.
Others reported being coerced into uploading sexually explicit
content (P7, P10), registering for gambling sites (P7), or submitting
ID photos to verify they were male (P10). Even police investigators
struggled to access these channels, often being asked school-specific
questions that only real students could answer [69].

4.3.3 Exposure to Sexual Violence Content Causes Long-
Term Psychological Harm. Across all workshops, participants
identified long-term exposure to abusive content as a primary
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source of secondary trauma and emotional exhaustion. Repeated en-
counters with sexual violence material—particularly in the context
of monitoring and evidence collection—produced lasting psycholog-
ical distress. As P6 shared, “After starting this work, I began having
recurring nightmares in which I was the victim. I’ve also developed
difficulty forming social relationships with men.” Similarly, P2 noted,
“Some of the videos I watched three or four years ago still replay
vividly in my mind.”

This trauma was exacerbated by the lack of platform accountabil-
ity: content often reappears even after takedown requests, leading
to a cycle of helplessness and isolation (P2, P3, P4, P5, P6, P7, P8, P10).
Despite this, many activists remain in precarious, non-permanent
employment positions (P3, P4, P5), with little institutional or psy-
chological support. As a result, they face a profound mismatch
between the emotional demands of their labor and the resources
available to sustain it.

4.3.4 Design Suggestion 5: SupportingActivistMentalHealth
in Monitoring. To reduce the emotional burden of monitoring
deepfake sexual abuse content, participants emphasized integrating
AI to minimize direct exposure. They proposed systems that detect
content using hash values or facial feature embeddings (e.g., eyes,
nose, mouth) from victim images, enabling AI to pre-screen mate-
rial, flagging potential matches for minimal human confirmation,
thereby reducing trauma risk. (P2, P3, P4, P5, P6, P7, P10).

In addition to automation, participants emphasized the impor-
tance of building safe monitoring environments that protect ac-
tivists’ privacy. For instance, those engaged in evidence collection
reported using VPNs and other anonymity tools to avoid location
tracking by perpetrators (P4, P6, P10). To limit exposure, some
activists intentionally stop viewing after 10 seconds once victim
identification is confirmed (P2, P3, P4), while others structure their
day to avoid extended periods of content review (P7, P10). Based
on these practices, participants suggested interface features such as
displaying content in grayscale by default to reduce visual intensity,
timed monitoring alerts that prompt regular breaks, and mental
health prompts embedded in the system to encourage reflection
and rest. Rather than fully automating all decisions, these features
aim to reduce harm by balancing efficiency with care.

Prior work has examined interface-level interventions—such as
greyscaling and blurring—for platform-employed moderators at
Google, Reddit, and other commercial platforms [18, 47]. Steiger et
al. [82] further highlight the long-term psychological toll content
moderation can take, advocating for moderator-centered systems of
care. However, these discussions have yet to extend meaningfully
to the NGO sector, where grassroots activists monitoring abusive
content without institutional support, mental health resources, or
technical infrastructure. To support NGO adoption of safe modera-
tion tools, feasibility constraints must be addressed. Unlike profit
platforms, NGOs lack engineering resources, stable funding, and
access to proprietary moderation systems. Developing open-source,
modular toolkits tailored to NGOworkflows-e.g., grayscale viewing,
exposure limits, and embedded mental health prompts-could pro-
vide accessible alternatives suited to low-resource environments.
Cross-sector collaboration with research institutions and civic tech
groups could further support co-development and capacity building.
Policy support may also help, such as integrating activist protection

criteria into digital-safety funding or mandating moderator wellbe-
ing standards in government-supported monitoring programs.

5 Discussion: Toward Proactive and Responsible
Ecosystems

Building on participants’ design suggestions, this section ex-
plores key sociotechnical and ethical considerations that must be
debated in the design of gernerative AI and social media platform
moderation. We acknowledge that differences in privacy considera-
tions—particularly between consensual sexual content and CSAM,
as well as in platform data-sharing policies—make it difficult to
offer concrete, immediately actionable design suggestions. Instead,
zooming out from focusing on the technical intervention, we aim
to expand the discussion to examine virtual harm, data ownership,
and the role of activist communities in co-governing digital safety
infrastructures.

5.1 Virtual but Violent?: Rethinking Harm in
the Age of AI-Generated Sexuality

One of the central debates surrounding deepfake sexual abuse
concerns whether harm exists in the absence of physical violence or
real individuals. From a legal standpoint, possession of AI-generated
abusive material sparked controversy over whether, if a person just
generated the content without sharing, this could still be defined as
a crime [19, 42]. Despite such debates, there is a growing parallel
discourse that deepfakes, by not involving real women, make virtual
pornography “safer.” This argument is often tied to the emergence
of AI-generated virtual characters used in dating apps, chatbots, and
other intimate interactions, where no real individuals are directly
harm [10, 55].

While recent HCI researchers has explored how AI-generated
companions and avatars can reshape intimacy and dating prac-
tices [10, 55], Fan et el. shows that users perceive these systems
as replicating discriminatory or stereotypical behaviors toward
women. Broader reviews also raise concerns that gendered biases
embedded in AI systems risk reinforcing structural inequalities[20,
36]. Legal scholars such as McGlynn et al. emphasize that central
issue is not just a act of content creation, but the issue of power
and control and humiliation of women. In this context, the greater
risk lies not in over-criminalization, but in the continued under-
criminalization of gendered harms that are normalized in digital
spaces [61]. These concerns parallel our participants’ fears that
deepfake content—even when using synthetic or fictional charac-
ters—contributes to a culture that normalizes sexual objectification
and dehumanization. For instance, P5 described how pornographic
deepfakes of 3D female game characters are used as social currency
in gaming communities: “They trade them to get access to cheat codes
or game tips.” While some argue these depictions are harmless since
they involve virtual characters, they nonetheless reinforce harmful
norms and sexual objectification [20, 24].

The increasingly realistic nature of generative AI enables what
participants described as “zero-resistance” sexual interactions. Un-
like real-world relationships that require consent, communication,
and negotiation, AI-generated intimacy—whether through chatbots
or synthetic pornography—offers users complete control. This can
distort expectations about real relationships [20, 27, 36]. P4, P6, and
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P8 observed that young perpetrators often start with deepfakes
of fictional characters, then celebrities, and eventually real peers,
illustrating a slippery slope toward targeting real individuals.

As P9 noted regarding a prominent university chatroom case:
“Their goal wasn’t money or blackmail. They just wanted to humiliate
women they knew. It was their form of entertainment.” Participants
stressed that viewing deepfakes of acquaintances or celebrities
serves not only as entertainment, but also as a means of degrading
women’s autonomy and status. The low barrier to creation and
sharing facilitates a culture where gendered violence is trivialized
as a game.

Participants also highlighted how deepfake content acts as both a
gateway and incentive for further criminal behavior. As P2, P7, and
P10 described, celebrity deepfakes were used as bait to lure users
into Telegram channels, which then granted access to illegal footage
of real women as a “reward” for activity. In these cases, deepfakes
did not merely precede physical crimes; they were embedded in
their ecosystem. This challenges the notion of a clear boundary
between “virtual” and “real” abuse.

Grounded in the current ecosystem of deepfake sexual abuse, par-
ticipants emphasized that societal perceptions of deepfakes as “not
real” significantly undermine institutional and public responses. P1,
who supports survivors within an institutional setting, described
the disconnect: “No matter how thoroughly I explained the harm that
survivors are experiencing, the administrators just couldn’t grasp it.
Their passive responses made me feel powerless.” This lack of under-
standing extended to law enforcement. Multiple participants (P2, P4,
P5, P6, P9, P10) reported that police reactions varied widely depend-
ing on officers’ individual gender sensitivity and understanding of
AI, leading to inconsistent outcomes.

Rather than focusing solely on who is depicted, harm assessment
must account for how AI-generated content reinforces systemic
gendered violence. The issue lies not only in consent or realism,
but in how such materials normalize power asymmetries, sexual
violence, and misogyny in digital cultures. Recent HCI work shows
that public awareness of deepfake sexual abuse remains limited
despite its growing prevalence [94], while AI-generated narratives
can reflect and reinforce gendered struggle tropes that shape users’
sense of identity and social belonging [25]. These dynamics point
to deeper sociotechnical risks, where AI systems do not merely
replicate data but actively shape and reinforce misogyny and gender
hierarchy. Future research should investigate the psychological and
social consequences of exposure to AI-generated sexual content. In
particular, understanding how repeated interaction with synthetic
intimacy shapes beliefs about consent, relationships, and gender is
critical for informing both policy and design.

5.2 Who Owns Our Digital Selves?: Debates on
Data Ownership and Post-Abuse Identity

Deepfake sexual abuse reveals an urgent gap in how personal
data is governed in digital spaces. Participants repeatedly noted
that once content is uploaded—whether by themselves or oth-
ers—they lose meaningful control over it. This concern extends
to AI-generated content, where one’s image can be endlessly re-
produced and weaponized without consent. Platforms that profit
from user data rarely intervene, citing freedom of expression. As

P9 put it, “Using the justification of protecting freedom of expres-
sion to allow nearly all behavior on platforms ultimately permits
criminal activity as well. If platforms profit from user data, they
must bear greater responsibility for the harms that arise within
their ecosystems.”

This loss of control deeply affects survivors’ sense of self. Sur-
vivors attempt to reclaim autonomy offline through several actions,
“including doing plastic surgery, changing their names, or applying
for new national identification numbers. They live in constant fear
that someone might recognize them from the circulated content.
This creates identity confusion between who they were before and
who they must become to avoid recognition (P2).” Even when sur-
vivors delete their accounts or step away from social platforms,
traces of harm persist in screenshots, reposts, or archived data on
perpetrators’ devices. This signals a broader shift in how digital
identity is governed—one that often places control in the hands of
platforms rather than individuals.

This signals a broader shift in how digital identity is governed,
one that often places control in the hands of platforms rather than
individuals [52]. Brigham et al. [14] argue that traditional privacy
frameworks, which focus on data privacy, are insufficient to address
the harms of deepfake sexual abuse. They propose a shift toward
representational privacy that accounts for generative AI generating
sexual representations of individuals using minimal personal data.
In this context, sexual consent must extend beyond personal data
privacy to include control over one’s actual image and represen-
tation. Building on this, Zytko et al. [102] explored participatory
design of consent technologies with women and LGBTQ+ stake-
holders in the context of online dating, and their work highlighted
the need for consent to be understood as an ongoing, dialogic pro-
cess rather than a one-time agreement. However, this approach
remains centered on the notion of agreement, and has yet to fully
address how structural power imbalances and platform-driven data
extraction practices undermine users’ ability to exercise meaningful
agency.

In response to these concerns, participants pointed to emerging
international efforts to rebalance control. In Denmark, lawmakers
are discussing legislation that would grant individuals intellectual
property rights over their faces and voices [3]9. Such laws aim
to prevent both unauthorized deepfakes and the non-consensual
training of AI systems on personal data. Participants across all
workshops expressed strong support for adopting similar protec-
tions in South Korea. They emphasized that personal data uploaded
through social platforms should be recognized not as the property
of those platforms but as the intellectual and human property of
the individuals, regardless of whether it is used for training AI or
even transformed through use of AI. This perspective reframes
digital self as an extension of personal agency and calls for legal
mechanisms that reflect that ownership.

At the technical level, detecting AI-generated content requires
not only determining if manipulation occurred but also localizing

9The bill proposes amendments to the Danish Copyright Act: Section 65-a grants per-
forming artists protection from unauthorized digital imitations of their performances;
Section 73-a offers all individuals protection from unauthorized sharing of realistic
deepfake representations of their face, voice, or body. If passed, it will allow citizens
to claim copyright infringement over AI-generated depictions.
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where—an essential step in protecting the data ownership of de-
picted individuals. Watermarking techniques such as Michael et al.’s
Noise-Coded Illumination [62], which improve spatial and tempo-
ral watermarking, present promising directions for platform-level
adoption. By enabling the localization of AI generated manipu-
lations, such methods enhance the precision of forensic analysis.
We highlight these advances to illustrate how AI platforms might
incorporate stronger provenance signals as part of securing data
ownership.

5.3 Lessons from Conducting Participatory
Design Workshops with Activists

Civil society actors—including activists, victim support groups,
and independentmoderators—hold irreplaceable, ground-level knowl-
edge of how harm unfolds in digital spaces. In our workshops, par-
ticipants consistently demonstrated foresight in identifying not
just present abuse patterns but emerging threats linked to evolv-
ing technologies. P3 noted, “We started seeing deepfakes made from
game characters as early as 2020, long before the media paid attention.
It was already clear to us that generative AI would soon be used to
target real women, and we raised alarms. But, as always, no one really
listens until actual victims emerge and harm becomes undeniable.” As
AI-generated sexual abuse continues to outpace formal regulatory
responses, these actors function as early-warning systems, capable
of predicting misuse and proposing proactive interventions before
harm escalates.

Designing safeguards should therefore move beyond expert-
driven or top-down policy development. Prior research in partici-
patory design for safety technologies emphasizes the importance
of survivor-centered co-design [50, 84]. D’Ignazio et al. suggests
to involve activists in co-designing technology because activists’
hidden work of moderating content, providing emotional support,
organizing schedules, and other crucial tasks are essential and re-
quire deep expertise, but are not recognized or compensated [50].
Our findings revealed the extent of this invisible labor and the psy-
chological burden involved in activists’ monitoring. As shown in
Section 4.3, activists endure emotional trauma, legal uncertainty,
and high-stakes moderation work, often without institutional sup-
port. Yet, their insights into content sharing, perpetrator behavior,
and platform gaps remain undervalued. Trauma-informed participa-
tory design [5, 59] must recognize these roles—not only to improve
tooling, but to reveal their underestimated labors and to capture
their challenges from labor being invisible.

To meaningfully embed marginalized actors in the governance
of content moderation, institutional stakeholders must commit to
sustained structural support. Our participatory workshops revealed
that effective co-design depends on facilitators and researchers
developing deep familiarity with the day-to-day workflows, con-
straints, and emotional labor of activist communities. This process
cannot be reduced to one-off consultations. We call for recurring
participatory audits, transparent reporting collaborations, and for-
mal inclusion of survivor and activist voices in the strategic plan-
ning of platform safety efforts. These actors must be recognized
not as temporary advisors, but as co-governors of the digital infras-
tructures they help to monitor, repair, and reimagine.

6 Limitations
We acknowledge several limitations of the current study. First,

all participants were based in South Korea, which may have shaped
their perspectives through specific cultural, legal, and institutional
lenses. Consequently, the identified challenges and design sugges-
tions may not generalize to regions with different infrastructures.
For instance, design suggestions related to case reporting systems
(section 4.2.3) reflect South Korean legal contexts and may not
translate directly to other regions. With this said, research and
journalism have consistently shown that deepfake sexual abuse is
a truly global problem—not a problem limited to South Korea. Fu-
ture cross-cultural research is needed to examine how diverse legal
and technological environments influence responses differently to
deepfake sexual abuse.

Second, we were unable to recruit police investigators as par-
ticipants due to access constraints. While legal professionals may
follow different procedures, our study intentionally foregrounded
activists’ perspectives—guided by D’Ignazio et al. [84]—who step in
the gaps left by incomplete, inaccessible, or under-resourced gov-
ernmental systems. These activists play a critical role in monitoring,
identifying victims, and shaping responses in under-reported and
stigmatized contexts.

Lastly, the speculative design activity (section 3.4.4) included pre-
defined stakeholder and technology cards, which may have limited
participant creativity. To address this, facilitators explicitly encour-
aged participants to imagine interventions without concern for
current technical feasibility, urging them to assume “any technol-
ogy is possible.” However, this in turn may have affected the direct
technological feasibility of proposed interventions. For this reason,
we emphasize that the design suggestions noted in the results sec-
tion should be interpreted as guiding objectives rather than specific
technical proposals.

7 Conclusion
This research examined the distinct harms of deepfake sexual

abuse and the challenges posed in current monitoring systems,
and proposed survivor-centered infrastructure design directions.
Through participatory design workshops with survivors and ac-
tivists engaged in victim advocacy and digital monitoring, we co-
designed proactive safeguards, a shift in platform responsibility
to prove the absence of abuse, and coordinated, cross-platform ap-
proaches to evidence collection and takedown. We also underscore
the urgent need for structural support and mental health protec-
tions for activists who monitor for this type of content, whose
labor remains largely invisible and unsupported. These insights
demonstrate the need for a broader societal conversation about how
AI-generated sexual content should be addressed through organiza-
tional, legal, and technical means. We also show how this content
intersects with and reinforces older forms of gendered violence and
how it demands new definitions of bodily data ownership.
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A Workshop Recruitment Form
This workshop recruits two types of participants: (1) survivors

of deepfake sexual abuse and (2) activists who support victims.
Depending on your participation type, the survey questions will
differ.

Definition of Deepfake Sexual Abuse: According to Article 14-2
of the South Korean Act on Special Cases Concerning the Punish-
ment of Sexual Crimes, deepfake sexual abuse refers to editing,
synthesizing, or altering recordings, videos, or voice recordings of
a person’s face, body, or voice in a sexually explicit or humiliating
way without the individual’s consent, and distributing or profiting
from such content.

• Option 1: Aged 19 or older and a survivor of deepfake sexual
abuse

• Option 2: Activist supporting victims of deepfake sexual
abuse

• Option 3: Both a survivor and an activist

• (1) Name or Nickname
• (2) Email Address

If you selected Option 2 or Option 3:
• (3) Please select your organizational affiliation:
– Police / Lawyer / Sexual Violence Counseling Center /
Central Digital Sexual Crime Support Center / Local Pre-
vention and Response Centers (Seoul, Gyeonggi, Incheon,
etc.) / Digital Sexual Crime Relief Center / Other

• (4) Please write your occupation (including your organiza-
tion).

• (4)-1 Please select your role at the organization:
– Investigator / Counselor / Content Monitor / Takedown
Support / Lawyer / Other

• (5) Select all areas related to your experience in responding
to deepfake sexual abuse (based on categories provided by
the Central Digital Sexual Crime Support Center). If your ex-
perience does not fall under any listed option, please specify
under "Other."
– Psychological & Emotional Support / Investigation & Legal
Support / Medical Support / Takedown – Private SNS
Platform (e.g., Telegram) / Takedown – Public Platforms
(e.g., Twitter) / Monitoring – Private SNS Platform (e.g.,
Telegram) / Monitoring – Public Platforms (e.g., Twitter) /
Policy Development & Consultation

• (5)-1 How many victims have you supported in this area?
- Fewer than 5 / 5-10 / 10-30 / Over 30

• (6) Do you have experience responding to other types of
digital sexual crimes? (Yes / No)

• (6)-1 If yes, how many victims have you supported?
- Fewer than 5 / 5-10 / 10-30 / Over 30

If you selected Option 1 or Option 3:
This section asks about experiences of deepfake sexual abuse. You

may skip any question you are uncomfortable answering. Responses
are only used for workshop planning and session assignment. All
data is encrypted and only accessible to the research team. Your
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answers will not be quoted directly; findings will only be reported
in aggregate.

• (7) Have you experienced deepfake sexual abuse? (Yes / No)
• (7)-1 What types of deepfake abuse were involved? (Select
all that apply)
- Synthetic content / Synthetic content with derogatory cap-
tions / Sent to me / Distributed via chat platforms / Dis-
tributed along with personal info / Used for threats / Used
for extortion / Used to demanding sexual acts

• (7)-2 What actions were taken? (Select all that apply)
- Police report / Contacted support center / Requested content
takedown / Contacted platform / Legal consultation / Told
friends or family / Hired digital undertaker / No action

• (7)-3 What was the biggest challenge in recognizing the
abuse? (Select all that apply)
- Unsure if it was abuse / Unable to identify the platform
/ Did not know where to seek help / Difficulty reporting /
Difficulty contacting support centers / Takedown process
too complex / Legal challenges

• (7)-4 What was the biggest challenge in responding to the
abuse? (Select all that apply)
- Unfamiliarity with procedures / Anxiety about identifying
perpetrator / Fear of social response / Repeated victimization
/ Secondary harm / Financial burden

• (7)-5 Are you willing to share these responses during the
workshop?
- Yes / Yes, but only at survey level / No

Common Questions
• (8) What do you think is the most urgent task in responding
to deepfake sexual abuse? (Select all that apply)
- Early detection systems / Improved takedown processes /
Perpetrator tracking / Evidence collection / Legal reform /
Social awareness / Psychological support systems

• (9) Which of the following technologies have you heard of
or are familiar with? (Used to adjust workshop content.)
- Open-source AI model governance / Transparent AI train-
ing data / Platform content moderation / Real-time content
filtering / AI-generated content detection / Watermark or
hash-based content tracking / Multi-platform reporting sys-
tem / Distributed monitoring involving stakeholders / Secure
identity protection for victims / Monitoring systems for re-
viewer trauma / Photo misuse alert systems

B Workshop Pre-Survey Questions
• Anonymous Participation for Participant Protection
– (1)-1. Will you turn on your camera during the workshop?
(Yes / No)

– (1)-2. Will you disclose your affiliated organization during
the workshop? (Yes / No)

– (1)-3. Will you participate anonymously (using a nick-
name) during the workshop? (Yes / No)

– (1)-4. If you chose to participate anonymously, please pro-
vide the nickname you will use during the workshop:

• (2)Which stage of responding to deepfake sexual abuse
would you most like to discuss during the workshop?

(Multiple selections allowed)
Options are based on the one-stop support stages defined
by the Seoul Digital Sexual Crime Support Center. If your
experience does not match any listed option, please specify
under “Other.”
– Prevention
– Recognition & Reporting
– Investigation & Evidence Collection
– Takedown Request
– Monitoring of Content Distribution
– Legal Support
– Psychological & Medical Support

• (3) How familiar are you with each of the following
response stages to deepfake sexual abuse? (Rate 1–5)
– Prevention
– Recognition & Reporting
– Investigation & Evidence Collection
– Takedown Request
– Monitoring of Content Distribution
– Legal Support
– Psychological & Medical Support

• (4) Have you ever experienced difficulty because you didn’t
know how to respond to a case of deepfake sexual abuse?

• (5) Have you ever experienced difficulty because, although
you knew how to respond, the available technology or sup-
port systems were insufficient?

• (6) Have you ever experienced difficulty because, although
you knew how to respond, cooperation with investigative
agencies (e.g., the police) was lacking?

• (7) Have you ever experienced difficulty because, although
you knew how to respond, cooperation with other stake-
holders (e.g., platform providers) was lacking?

• (8) Have you ever used any technology (software systems)
in the process of responding to deepfake sexual abuse or
supporting victims?
‘Technology’ refers to systems like software platforms used
by your organization, the Police Illegal Content Tracker, or
AI-powered takedown request systems.
– (8)-1. If yes, what technology did you use?
– (8)-2. What effects did you expect from using the technol-
ogy?

– (8)-3.What were the actual effects of using the technology?
If there were no effects, what challenges did you face?

• (9) What topics do you expect or hope to explore in the
workshop’?



CHI ’26, April 13–17, 2026, Barcelona, Spain LeeYouk et al.

C Value Sensitive Design Framework Tag

Value Definition
Human
Welfare

Refers to people’s physical, material, and
psychological well-being.

Ownership
& Property

Refers to a right to possess an object(or
information), use it, manage it, derive income
from it, and bequeath it.

Privacy Refers to a claim, an entitlement, or a right of an
individual to determine what information about
himself or herself can be communicated to others.

Freedom
from Bias

Refers to systematic unfairness perpetrated on
individuals or groups, including pre-existing
social bias, technical bias, and emergent social
bias

Universal
Usability

Refers to making all people successful users of
information technology.

Trust Refers to expectations that exist between people
who can experience good will, extend good will
toward others, feel vulnerable, and experience
betrayal.

Autonomy Refers to people’s ability to decide, plan, and act
in ways that they believe will help them achieve
their goals.

Informed
Consent

Refers to garnering people’s agreement,
encompassing criteria of disclosure and
comprehension(for ‘informed’) and voluntariness,
competence, and agreement(for ‘consent’).

Accountability Refers to the properties that ensures that the
actions of a person, people, or institution may be
traced uniquely to the person, people, or
institution.

Courtesy Refers to treating people with politeness and
consideration.

Identity Refers to people’s understanding of who they are
over time, embracing both continuity and
discontinuity over time.

Calmness Refers to a peaceful and composed psychological
state.

Environmental
Sustainabil-
ity

Refers to sustaining ecosystems such that they
meet the needs of the present without
compromising future generations.

Table 2: Descriptions of Value-Sensitive Design (VSD) Tags
used to support workshop discussion. These values helped
participants articulate and group challenges during collabo-
rative activities.

D Stakeholder & Technology Cards

E Qualitative Codebook
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Stakeholder Description
Victim Support
Organizations

Organizations that provide psychological, legal, and medical assistance to victims of sexual crimes. They support
victims through counseling, legal aid, recovery programs, reporting assistance, and advocating for victims’
rights and recovery.

Social Media Platform Companies that operate social media, search engines, and video platforms. They are responsible for preventing
the spread of illegal content, maintaining reporting and takedown systems, and establishing user protection
policies.

AI Developers and
Companies

Individuals or organizations that develop and provide AI technologies. They are responsible for building
safeguards to prevent misuse, adhering to data ethics, and creating technical countermeasures.

AI Open-Source Platforms Platforms that provide open access to AI models and code. They have a responsibility to restrict harmful use of
AI, implement abuse prevention policies, and maintain monitoring system

Police and Investigative
Authorities

National institutions responsible for investigating sexual crimes, identifying perpetrators, collecting evidence,
and protecting victims. They are expected to enhance cybercrime response capabilities and conduct timely
investigations.

Government Holds overall responsibility for legislation, policy-making, budget allocation, national victim protection, and
preventing recurrence. Also responsible for coordinating inter-agency collaboration.

Education Sector (Schools) Plays a role in prevention and response through sexual crime prevention education, digital citizenship and
media literacy training for students and staff, and establishing support systems in case of incidents.

Table 3: Stakeholder roles in the digital sexual abuse response ecosystem. It was used as stakeholder cards during the workshop
- speculative design activity.

Technology Category Description Example
Technologies for AI model management

Open-Source AI Model Gov-
ernance

Systems that control and manage the use of open-source AI
models used to create deepfakes. This includes restricting model
access, limiting usage purposes, and filtering outputs to prevent
misuse.

“Wewant to develop a system that blocks requests
to generate sexual deepfakes of specific individu-
als using text-to-image/video models.”

Explainable AI Technologies that disclose what data the AI model was trained
on and how outputs are generated. Helps users understand the
basis of AI decisions.

“Users should be informed if the training dataset
includes CSAM or scraped data from harmful
sites.”

AI-Generated Content De-
tection

Tools to detect deepfakes via pixel, voice pattern, or facial move-
ment analysis.

“Please verify whether the uploaded video is a
deepfake.”

Watermarking / Hash-Based
Tracking

Embeds invisible identifiers into digital content to verify au-
thenticity later.

“Automatically embed digital signatures into all
camera-captured photos.”

Technologies for Platform Operators
Content Moderation Sys-
tems

Detects and removes inappropriate content through reports,
automation, and human review.

“Automatically block hate speech or abusive posts
in our community.”

Real-Time Harmful Content
Filters

Blocks harmful content at the time of upload using AI systems. “If inappropriate scenes appear in livestreams,
immediately stop the broadcast.”

Cross-Platform Reporting Unified reporting system for multiple platforms. “A Facebook report should trigger checks and
removal on Instagram and YouTube.”

Photo Misuse Alerts Notifies users if their photo is reused or manipulated online. “Alert me if someone captures and misuses my
profile picture.”

Technologies for Investigating Sexual Abuse Material
Distributed Monitoring Sys-
tems

Collaboration among NGOs, platforms, and law enforcement
for monitoring.

“Enable simultaneous reporting to civic groups,
police, and platforms.”

Privacy-Protecting Tech for
Victims

Encryption tools for anonymous reporting and secure evidence
submission.

“Allowme to report deepfake abuse anonymously
and safely.”

Trauma-Informed Interfaces Designs that reduce psychological harm, like grayscale or text
filters.

“Please grayscale CSAM media to reduce trauma
for moderators.”

Table 4: Technology solutions used to address digital sexual abuse, categorized by function. These cards were used during the
workshop speculative design activity.
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Figure 5: Stakeholder and Technology Cards used in the speculative design activity. Stakeholder cards (left, yellow) represent
key actors in the ecosystem responding to deepfake sexual abuse. Technology cards (right, blue/purple/red) represent possible
intervention technologies discussed during the workshop.
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Figure 6: Final version of qualitative codebook summarizing key themes and codes from the three workshop sessions. Codes
are grouped under high-level categories: challenges and speculative design ideas. See Section 3.5 for more details.
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